| 2020 has seen a surge in ransomware
cases, with organisations falling victim
; - across a wide range of sectors and
RQ NSoMware s Pel’fect S tO rrm | é geographies. The BAE Systems Threat
= Intelligence team has been tracking this
closely. Here we present five key factors

behind this perfect storm, as well as
statistics on the scale of the problem

Simplified stages of a modern ransomware attack, and five reasons why they're so successful
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and are being copied by more groups

. Criminal collaboration and service model is growing

'QQ_} Victim blog tracking — the scale of the problem

We have gathered blog publications indicating a
total of over 800 ransomware victims by
operators of 15 different ransomware carmpaigns

Increase in number of victims identified on
ransomware blogs between April and
September 2020
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